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ThaiNS Public DNS

e DNS Anycast
e EDNS Support
e |Pv6 Support

e Domestic network

e DNSSEC Validation
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ThaiNS Monitoring

e Network Monitoring
e Service Monitoring (DNS, DNSSEC)
e DNSSEC RRSIG

Thai Name Server Co.ltd.




ThaiNS Monitoring

e PING OK - Packet loss = 0%, RTA =0.32 ms

e DNS Query time =0 ms

e SOA OK = 0 [a.thains.co.th.:1241120048]-[expect:1241120048]
e No RRSIGs expiring in the next 2.5 days: (0.87s)

Thai Name Server Co.ltd.
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nsalAn®1 DNSSEC nu Email (1)

NOC
o WuUsu1 Network
> A1 PING Latency @41 138 PING LOSS tduginadus w3e A
PING Un#

e WuUsui1 DNS Query

o WuUeyn1 communications error 310 network U19@U

$ dig @122.155.23.64 th soa +dnssec

» 3 communications error to 122.155.23.64#53: timed out
*3 communications error to 122.155.23.64#53: timed out
Th g N S@ . »» communications error to 122.155.23.64#53: timed out

GI Clme rver » <<>> DiG 9.18.18-@ubuntuf.22.04.2-Ubuntu <<>> @122.155.23.64 th soa +dnssec
* (1 server found)
3 global options: +cmd
** no servers could be reached 6




nsalAn®1 DNSSEC nu Email (2)

NOC

e 7157988U PING / TRACE / MTR / DIG 910 Network iunneings

$ ping 122.155.23.64
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AU N9 LazF19UsSINe
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nsalAn®1 DNSSEC nu Email (3)

NOC
e 7157988U PING / TRACE / MTR / DIG 910 Network iunneings

AU N9 LazF19UsSINe

S mtr 122.155.23.64

HountM-S=ivepy=1ah-nycd-01 (167.71.89.66]

Keys: Help Display mode Restart statisti gquit
Fings

Avg Best

¢ mtr 122.155.23.64

ubuntu-s-lyvcpu-lgb-5a0p1-01 (157.245.202.104) -> 122.155.23.64 (122.155.23.62024-@85-15T82:59:08+0000

Keys: Help Display mode Restart statistics Order of fields quit

Packets Pings
Host Loss%  Snf Last Best Wrst StDew

1. (waiting for reply)

2. 18.76.195.158 B.0% loe
3. 143.198.252.6 8. 0% 1g8
4, 143.244,192.178 1g8
Se 143.244,224.236 188
b, 143.244,.224.211 e 188
7. 4651, s50w.equinix. com 188
8. 61.19.9.133 . B 188
9. 122,155.225.66 LB% 188

18. 122.155.36.122 % 188

11. 122.155.23.44 SPG % 99
12. a.thains.co.th . 0% 1

-]

5t
(waiting for reply)
. 18.74.132.63
13B.197.248. 254
143.244.192.172
143, 244,225,216
143.244.225.143
18gigabitetnernetl-—2, corel, nych,.ng.n
port=channeld. cored.nycd. he.net
. port-channelll.corel.ashl.he,net
« port=channelly.corel. laxl.he.net
1ddged=71.cored. lax2. he.net
188geR—62 . cored. hkgl. he. net
cat=-telecom=-public-company=1td.18gig
14, 61.19.9.121
15. 122.155.225.54
16. 122.155.38.134

17. 122.155.23.44 NYC
18. a.thains.co.th
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nsalAn®1 DNSSEC nu Email (4)

NOC

e 71523a0U DNSVIZ 210 Network NiLins19¢) AL

j— : SPG
_ dnsviz.net
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nsauAn®1 DNSSEC nu Email (5)

ISP / 11G
e 1114 ISP nadauAl PING agUnf
o laiwun1suaamou Domestic Network vin91uRnUN®
e Network ﬁi’N‘LJS%L‘VlngEJu Route
o Network #aniiUsynn

o Cable Tanziawn

Thai Name Server Co.ltd.
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nsuAN® DNSSEC AU Email (6)

e NOC ISP/ IIG
o NA@au PING, TRACE 31n Router / Network Device
o PING Taf ICMP
e NOC ThaiNS / System Admin / Engineer
o NAddU DNS Service 31UU Server
o DNS Taf UDP

o DNSSEC packet size 11ain31 DNS
Thai Name Server Co.ltd
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nsalAnN®1 DNSSEC nu Email (7)

ACARLY
o SuBLUA lulA
e Email Server lu@unsa Lookup Domain
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nsUAN® DNSSEC AU Email (8)

IT Support / System Admin / System Engineer
* AI59ABULATONE [T o
e @579d0U Network &

e R5I9ABUTEULBE v

¢ (1573@UILUU DNS x

=
B ™

Thai Name Server Co.ltd.




nsdAN® DNSSEC AU Email (9)

nsunluteyin
NOC <--> ISP
o WAIAY ISP @1nfinan Network tUABY Route vi11% DNSSEC
Query bila
e 1iWol# ISP WA Route T3 DNSSEC Query 18

Thai Name Server Co.ltd.
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nsolAN® DNSSEC AU Email (10)

vilu DNSSEC #9 Query lailéiiio Route 1asu ?
e high network latency
e network 13 stable

o 9Un3al Network 159950

Thai Name Server Co.ltd.
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nsalAn®1 DNSSEC nu Email (11)

nsunluteyin

User <---> IT Support / System Admin / System Engineer
e uiluin3esvas User [dauld
e \WABU Network

0 L‘Ugﬂu DNS

Thai Name Server Co.ltd.
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nsalAn®1 DNSSEC nu Email (12)

a3y
e 11ifilAsA1A31 M31UABL Route Y Network azdenansenufiu
DNSSEC Service yinlunasunladaumilainaiuiu
o 113zUVAIUINeYlTIIU DNSSEC 98vinlvinsiaaauainues

Y & g (= Y v
Jumlasadu isisasiiunanssnuladniay

Thai Name Server Co.ltd.
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N196133382U DNSSEC

Thai Name Server Co.ltd.
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51579d@9U DNSSEC (1)

e http://www.dnssec-or-not.com/

Are you protected by DNSSEC? Or Not? Are you protected by DNSSEC? Or Not?

.....

Very Nice! The test indicates you are protected by DNSSEC!

Sigh... the test indicates you are NOT protected.

This page tesis whetlwer or not the DNS querbes from yvour computer ane profecied with DNSSEC validation.

Thai Nc:me Server Co.,Ltd
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51573@92U DNSSEC (2)

e https://dnsviz.net/

DNSt;

thnic.ca.th
Lipdaled: DPOZA-0F:048 O02=F1:-47T UTC [ monthy igo) Updain oo = Frpweous dndtyen | Mewi

EREEEC REripanses Fepraarn Analyze
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Makicas RESEC Authsntlcation Chain

Dawmicsd: pray | g
BBl babud i |
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51573@92U DNSSEC (3)

e https://dnsviz.net/

We found error : th zone: The server(s) were not responsive
to queries over UDP. See RFC 1035, Sec. 4.2.
(2001:678:4::1c)

Thai Name Server Co.ltd.
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Thai Name Server Co.ltd.

51573d92U DNSSEC (4)

e https://dnssec-debugger.verisignlabs.com/

Analyzing DNSSEC problems for thains.co.th

Foumd 2 DNSKEY records for

DS=rasatsmh- 288 verifies DNSKEY-mainsee

Fourd 1| RASIGS aver DNSKEY RRse1

RRESIG2000 and DNSKEY =201 see virtnks [hit DNSKEY RREGE

Found 1 D5 reconds for th in the . zone

DS= 191 kRS- 158 hid plgarithen ASASHAZGE

Foumnd | RASIGS owiir OF RRS#

RRSIG=810%3 and DNSEEY.a1080 werifies the DS RRset

Found 2 DNSKEY records for th

DS ind 0T s 258 verifies DNSKEY = 1910758

Fowund I RASTIGS owver DNSKEY RRset

ERSIGw15117 and DNSEEY« 15 1750 vafifies the DNSKEY RRsat

oo.th

Found 1 DS reconds for oo.th in the th zone

D= i3 0o 50 -156 bl algorithm RRASHALSE

Foumd | RASTGE ower D5 BRS21

RRESIG=80744 and DNSEEY »ta744 vEMfies tha OS5 RRset

Found 2 DNSEY records for co.th

D¥5e =B 0 Seit- 156 yerifias DNSKEY -8104/5EP

Foumnd | RRSIGS owir DNSKEEY RR5G6T

RRSIG=a308 and DNSEEY -azzarser venfies the DNSKEY RRzet

thaims. oo kR

Fourd 1 DS mconds for thaandco.th in the co.th one
DS =121 30 mih-258 haE plgerithen ASASHATLS

Fowmnd | RRASIGLS ower DS REset

RRSIG-a43 snd DMSKEY -a241 werfies the DS RRzet
Fournd 2 DRNSKEY records for thains.co.th

D5 e 1l 255 M- 256 wErifies DNSKEY =10 1550

Fouwumd | RASTGS ower DNSEEY RREset

nal. thaing co.th iz authoritaties (or theins oo.th
thaing.coth & BR has vales 203 150,64 46

Found | RRSIGS ower A ARt

RRSIG=333mm and DNSKEY-51028 werifies the A RRset

thainis.co.Eh

oo 000000000303 000 2000000000000 ODOOCCO

n& 1. thaand. co.Ch 8 authartatiee s thaans.oa.th
thaing. co.th A RR has valus 20F, 155,64 46

Fowmd § RRSIGLS ower & RRset

RRSIG-y31ms and DNSHEY -21128 werifies the A RRzet

22



51573d@92U DNSSEC (5)

DNSSEC Key Monitor
e https://github.com/DNS-OARC/tldmon

Host #% Service *%  Status *% Last Check *# Duration *# Attempt ##  Status Information

th Ab 11-19-2024 07:13:52  487d 23h 34m 268 1/3 B namesevers ane authortative: (2.78s)
EDNS | 11-18-2024 07:20:57  161d 18h 40m 51 1/3 & namasarvers support EDNS0: (9.26g)
LAME | 11-19-2024 07:24:32  487d 23h 28m 585 1/3 & nameservers ara not lame: {1.16s)
MNSSET 11-19-2024 07:26:36  487d 23h 26m 158 1/3 B namesevers have consistent NS RRset: (3.563)
OPENRES 11-19-2024 07:27:06  487d 23h 23m 315 1/3 B nameservers are closed to recursion: (44.72s)
QTYPE | 11-19-2024 07:29:09  Od Zh 28m 8s 103 b.thains.co.th reports OK
RCODE | 11-19-2024 07:10:06 2d Th47m 12s 1/3 & nameservers responding: (1.15s)
RR3IG 11-19-2024 0T7:29:55 2d 1h 27m 22s 113 Mo RRSIGs expiring in the next 2.5 days: {1.28s)
SERIAL 11-19-2024 07:55:08  2d 2h 2m 103 113 & namesarvars have serial 1241119030: {5.02s)
TCP | 11-19-2024 06:59:43  9d 23h 57m 355 103 & namesarvers support TCP: (3.07s)
Wildcard | 11-19-2024 05:01:15  487d 23h 37m 9s 143 OK: *.th returns NXDOMAIN (0.2 sec)

Thai Name Server Co.ltd.
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406 DNSSEC
210 ThaiNS Public DNS

Thai Name Server Co.ltd.




406 DNSSEC (1)

Aug 2024

DNSSEC Validation
2.7%

DNS
97.3%

Thai Name Server Co.Ltd.

Nov 2024

DNSSEC Validation
1.6%

DNS
98.4%

U93a91n ThaiNS Public DNS
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406 DNSSEC (2)

Aug 2024 Nov 2024
DNSSEC Validation Fail DNSSEC Validation Fail
3.7% 16.5%

DNSSEC Validation Success DNSSEC Validation Success
96.3% 83.5%
Thai Name Server Co.ltd. #yyaa7n ThaiNs Public DNS




406 DNSSEC (3)

Aug 2024

other No valid sianature found
Bad cache hit 0.5% O vall Szlgn5ao/ure oun
. 0

23%

Parent indicates it should be secure RRSIG has expired
25.5% 25.5%

Th(]i NCIIT]@ S@N@F CO’Ltd %’agamﬂ ThaiNS Public DNS
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406 DNSSEC (4)

Aug 2024

other DNSSEC validation Fail
74.5%

Thai Name Server Co.Ltd.

.th DNSSEC validation Fail

25.5%

U83a91n ThaiNS Public DNS

28



LN T ey

e LUINIINISHIAT dnssec validation H4 client Site 1915995UNS
5911

e n38l dnssec {4 Server Site 41U 14U dnskey expired

Thai Name Server Co.ltd.
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1. Grid: From the Data Management tab, select
the DMS tab. Expand the Toolbar and click Grid

e bluecatnetworks.com  oxseropertes

Member: From the Data Management tab,
select the Members tab -> member check box
and click the Edit icon.

DMS View: From the Data Management tab,

I nfo b lOX select the Zones tab -> dns view check box and
click the Edit icon. To override an inherited
property. click Owverride next to the property to
enable the configuration.

e infoblox.com 2 Intheeditor,click Toggle Expert Mode.

3. When the additional tabs appear, click
DNSSEC.

&, In the DNSSEC tab, complete the following:

Enable DNSSEC validation: If you allow the
appliance to respond to recursive gueries,
vou can select this check box to enable the
appliance to validate responses to recursive
queries for domains that you specify. You
must configure the DNSKEY RR of each
domain that yvou specify.

el Accept expired signatures: Click this check

box to enable the appliance to accept
responses with signatures that have

z expired. Though enabling this feature might
Thai Name Server Co.ltd e
ag e zones that have not had their signatures

updated in a timely fashion, note that it
could also increase the vulnerability of
netwerk to replay attacks.

Terrmd A ek o ees T el Sl PURIOKEW

< > v %

TRUE-HER ¥l 5, ! @@ i &b 09:50
B L U E CAT Configuring Recursion I.I"I'd "|"l'||_|l.l.1;.|m for Signed Zon... b4

TRUE-H ER Yl 5, BE g i 0942

Additional DMSSEC deployment options * Address... x

€JBLUECAT

¢«  Address Manager Administra...

TIne TolNowWIng opTionsS Can setIr
configuring either automatic of manual

DNSSEC Validation.

* DNSSEC Must Be Secure—provides a
list of domains and indicates if they
must be signed or not for the server
to accept answers. When the Secured
check box is selected, the domains
must be signed; when not selected,
the domains don't need to be signed.
This option can be set at the
configuration, view, or server level.

wpn DNSSEC Accept Expired—when
enabled, the server accepts expired
DMNSSEC signatures. This option can
be set at the configuration, view, or
server level,

MNote: Enabling the DNSSEC
Accept Expired option leaves the
server vulnerable to replay
attacks.

= @9
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LUIN1AUeunn

Bind
e https://www.isc.org/bind/

options {

dnssec-validation auto:;

Thai Name Server Co.ltd.
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Thai Nc

validating t
validating
validating

»79819 Log Validation

cz/A: no valid signature found
/SOA: no valid signature found
I/NSEC: no valid signature found

validating biserici. live/SOA: no valid signature found
validating biserici.live/NSEC: no valid signature found

validating betesdachurchcom.biserici.live/NSEC: no valid signature found

validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
validating
valldating
validating
validating
validating
validating

/DS: starting

/D5: attempting negative response validation from message

CKePOIJMGEB74LIREF7TEFN8438QVITEBSM. com/NSEC3:
CKePOIMGB74LIREF7TEFN8438QVITEBEB5M. com/NSEC3:
CKOPOJMGB74LJREF7TEFNB8430QVITBEBSM. com/NSECS:
CKePOJIMGE 74LJREF FTEFNB438QV1ITEB5M. com/N5EC3:
CKePOJIMGB74LIREF7TEFNB43BQVITEBSM. com/NSEC3:

starting

attempting positive response validation
Keyset with trust secure

verify rdataset (keyid=59354): success
marking as secure, nogname proof not needed

/D5: in validator_callback_nsec

/DS: resuming validate_nx
com/SO0A: starting

com/S0A: attempting positive response validation

com/S0A: keyset with trust secure

com/S0A: verify rdataset (keyid=59354): success
com/S0A: marking as secure, nogname proof not needed
/DS: 1in validator_callback_nsec

/DS: resuming validate_nx
AINBCOUMVNLLDANIFV782UNUBCOPB6TM. com/NSEC3:
AINBCOUMVNLLDANIFV782UNUBC9PB6TM. com/NSEC3:
ATINBCOUMVNLLDANIFV782UNUBCOPB6TM. com/NSEC3:
AINBCOUMVNLLDANJFV782UNUBCYP86TM. com/NSEC3:
AINBCOUMVNLLDANJFV782UNUBCOPBETM. com/NSEC3:

5tartind

attempting positive response validation
keyset with trust secure

verify rdataset (keyid=59354): success
marking as secure, nogname proof not needed
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DNSSEC Tools

o https://www.internetsociety.org/deploy360/dnssec/tools/
DNSSEC Debugger

e https://dnssec-debugger.verisignlabs.com/
DNSVIZ

e https://dnsviz.net/

o https://github.com/dnsviz/dnsviz
Thai Name Server Co.ltd.
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DNSSEC-TRIGGER

o https://www.nlnetlabs.nl/projects/dnssec-trigger/about/

Thai Name Server Co.ltd.
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