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@ Internet Society

Internet Resilience

A resilient Internet connection is one that maintains an acceptable level of

service in the face of faults and challenges to normal operation. In this Pulse

focus area we track resiliency metrics using the Internet Resilience Index to

help support the development of policies and infrastructure to improve

Internet resilience at the local, regional, and global level

Our overall measure of Internet resilience is based on the following pillars:

<F>
"
v

@

Infrastructure

The existence and availability of
physical infrastructure that provides
intermet connectivity

Security

The abdity of the network to resst
intentional or unintentonal disruptons
through the adoption of secunty
technologes and best practices

7N https://pulse.internetsociety.org/resilience

Performance

The ability of the network 1O provide
end-users with seamiess and refable
JCCess 1o Intemet services

Market Readiness

The abulity of the market to seilf
regulate and provide affordable prices
10 end-users by maintaining a diverse
and compaetitive market
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== Thailand

Infrastructure 59%
Cabie ecosystem 9% Fibre 10km reach 9%
Mabile connectivity B84% Network coverage wu%
Spectrum aliocation 60%
Enableg infrastructure 5% Data conters 100%
Number of XPs S0%
Performance 5%
s
Fixed networks % Fired download 2%
Fixed ptter 5%
Fixed Wtercy 0%
Fleed upload 46%
Mobile networks 5% Mobile download 2%
Mobile jtter 5%
Mobile atency 8%
Mobile upload 46%

7N https://pulse.internetsociety.org/resilience
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Internet Resilience
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== Thailand

Security

Enabing techolopet ™
Domain name system securty 4%
Kouting hygiene SE%
Secuity threat L2
Market readiness

Market structure 5%

Tra¥c localization s

NN https://pulse.internetsociety.org/resilience

5™

Secure web traffic 6%
Pv6 adopton 2%

ONSSEC adoption wO%
ONSSLC validation M
MANRS N
Upstream redundancy S
CDeS protection SI%
Global cyberyecurity %
Se0ure ntermet Lervers 6%
A%

Aflcedabiny BE%
Upstream prowder dreersty s
Marset dversity sa%n
Coman count us
o s
Poening efcency 1%

10
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o https://59n.1ng

. https://yatsniasia. lng

« https://www.thnic.or.th

12



sUMUU/IATIa5 197D IALUU

example.com.

I ﬁ\ TLD (top-level domain)

root domain

SLD (second level domain)

l
example.co.th:

third level domain cCTLD (country-code top-level domain) | 13
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e STUUTDIALNU Y158 Domain Name System

. szuunudastatawuliidunanaaelai wsasedefivtiaya
AU 9 vulandumadiiin
« www.ncsa.or.th —> 202.139.203.149
« D19¢ANLNANN ncsa.or.th

. Widsluf ncsa-or-th.mail.protection.outlook.com.

« daya TXT (un9dru) a8 ncsa.or.th
« v=DMARCI1;p=none;aspf=r

« v=spflinclude:spf.protection.outlook.com

. Wisuldduannandansdny
e NYY --> 012-345-67/89
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ANNULAZADUHYN UDP 53 server LUa1HD199zNI2AN80 LN Tan
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4 A @ > [HIZ =
— N @ | — root zone
SRR OO L = .
www.eng.chula.ac.th A? @ WWW'eng'Chma'ac'th_A; = =,
< ac.th. NS ..... @ ’ —o th. th zone

Apps L
DNS @ www.eng.chula.acthA? —
— > |

Resolver = :
A l@ / chula.ac.thh. NS D ac ac.th zone
E  TETTTTTTRYTPTTTYPPTTTTTR wnnn

Recursive L
Resolver @www.eng.chula.ac.thA; |—|

1
i

.|

Resolver >

Library @ A= =

(0S) | e oo .j’.‘?.'ff‘.”.'?.‘?f.’f'??.’.’fi:'.... 5| Lchula | chuiaacthzone
www.eng.chula.ac.th IN A 161.20 /1-1> www.eng.chula.acth A ? -

> |l= =,
@ *| cm— eng | eng.chula.ac.th zone

o

1. ......................... Tann N —

\ www.eng.chula.ac.th IN A 161.200..
Stub Resolver | Recursive Resolver | Authoritative Servers

servers, laptops, phones, 10T I DIVIZ/Internet I Internet y
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Domain Name System is not an application
but it is the crucial Internet Infrastructure.
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Products ( technology, hardware, software, etc)

Process (planning,monitoring, playbook, auditing, etc)

People ( decipine, habits,behaviour etc )

$ATa0uAnR v Huuv)
PR https://youtu.be/SWEQIT6dWUC

(Information Security in Domain Name System)*

- —
Snuins ; o AuSale
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DNS Hijacking TUAZIUDDNNAN

hips://blog.1alosintelligence.com 2 pionage-campaign-targe?

27 N.8. 61

This blog post was authored by Warren Mercer and Pawl Rascagneres

Update 2018-11-27 15:30:00 EDT: A Russian-language document has been rermnoved  Subisequent analysis
feads us to bebeve it is unrelated to this investigation

Cisco Talos recently discovered a new campaign targeting Leba and the United Arab Emirates (UAE)
alfecting .gov domains, as well as a private Lebanese airline company. Based on our research, IUs clear that
this adversary spent time understand 'vg the victims' network infrastructure in orger to remain under the

radar and act as

Based on this actor's infrastructure and TTPs, we haven't been able to connect them with any other
campaign or actor that's been observed recently. This particutar campaign utilizes two fake, malicious
websites containing job postings that are used to compromise targets via malicious Microsoft Office
documents with embedded macros. The malware utilized by this actor, which we are calling "DNSplonage,

supports HTTP and DNS communication with the attackers

https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.html 24
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1. ln@nsunlagaya DNS (szaunldviassuy)
2.9 certificate dwvsulaiuu (https)
3.89749 Proxy server uussuuuadnngn

4. 88U A & sy MX lddessuuaasiunsn
5.Juindanld+sianiuannnislediua
6.57u5 M aNa N lTUs Tamluaunan
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a3U&9ALANTUINN138m cc TLD DNS (2)

1. lna@nsunlugaya DNS (seaunlgvsaszu)
2.9 certificate dmisulawuu (https)
3.8979 Proxy server uussuuuaNNunNIn

4. asu NS d&wisu TLD lude NS aaeiunin
5.NS nau A @aflu proxy server aa9nungn
6.0uNNToK1E+5aN1UINNNNTIE proxy

7 5705 dauarinlglss lemiluaunan
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Emergency Directive 19-01 ‘ 22 4.A. 62

January 22, 2019

Mitigate DNS Infrastructure Tampering

This page contains a web-friendly version of the Cybersecurity and Infrastructure Security Agency's Emergency Directive
19-01, “Mitigate DNS Infrastructure Tampering”. Additionally, see the Director’s blog post.

Section 3553(h) of title 44, US. Code, authorizes the Secretary of Homeland Security, in response to a known or reasonably suspected
information security threat, vulnerability, or incident that represents a substantial threat to the information security of an agency, to
“issue an emergency directive to the head of an agency to take any lawful action with respect to the operation of the information
system, including such systems used or operated by another entity on behalf of an agency, that collects, processes, stores, transmits,
disseminates, or otherwise maintains agency information, for the purpose of protecting the information system from, or mitigating, an
information security threat.” 44 U.S.C. § 3553(h)(1)=(2)

Section 2205(3) of the Homeland Security Act of 2002, as amended, delegates this authority to the Director of the Cybersecurity and
Infrastructure Security Agency. 6 US.C. § 655(3).

Federal agencies are required to comply with these directives. 44 U.S.C. § 3554 (a)(1)(B)(y)

These directives do not apply to statutorily-defined “national security systems” nor to systems operated by the Department of Defense
or the Intelligence Community. 44 US.C § 3553(d), (e)(2), (e)(3), (h)(1)(B).

https://cyber.dhs.gov/ed/19-01/

27
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Why CISA issued our first Emergencyl 24 4.7. 62
Directive

By Christopher Krebs, Director

January 24, 2019

On Tuesday January 22nd, I released Emergency Directive 19-01, Mitigate DNS Infrastructure

Tampering, directing Federal civilian agencies to take a series of immediate actions in
response to a global Domain Name System (DNS) hijacking campaign. This is the first
Emergency Directive issued by the Cybersecurity and Infrastructure Security Agency (CISA)
under authorities granted by Congress in the Cybersecurity Act of 2015, and we took this
action after carefully considering the current and potential risk posed to Federal agencies.

https://cyber.dhs.gov/blog/#why-cisa-issued-our-first-emergency-directive

28
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‘22 N.A. 62‘

Audit DNS Records
.+ p3adauIaya DNS gnaavnelu 10 Yu

Change DNS Account Passwords

. WasusarKueawmniydnuiladaya DNS Tanelu 10 fu
Add Multi-Factor Authentication to DNS Accounts

. Wi MFA dunnii@nudledaya DNS lannalu 10 Su

Monitor Certificate Transparency Logs

e LI3UMINEDUNTILNN certificate aavlatNurDInUIgNIUTU
sruuway Certificate Transparency (CT) agnaaddintdgus
Aylu 10 YU
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DNS : Integrity

S NN NWAZABDULIY UDP 53 DNS server laniia1aaznszanaagini lan
www.aaabank.com
(192.168.1.1)

web server
www.aaabank.com A ?

T—>

Recursive
Servers

> TEETTTTTTTY

> TETTTPTTTT RN CRTTTTY

www.aaabank.com A 192.168.1.1

30



@.ﬁ C miiguirmmadosln
DNS : Integrity Treat

ANLLASABUNIW UDP 53 DNS server Lﬂa’mﬂ’]‘i}ﬁ]:ﬁﬂigﬁﬂﬂaﬂﬂﬁ‘[ﬂﬂ
www.aaabank.com
(192.168.1.1)
web server X
— www.aaabank.com A ¢
Recursive
Servers
)
’ W”’aaa b"" www.aaabank.com A 192.168.1.1
.
an]( < .....
II) A ]0....
/ \ {0 T,
(e | ]0 { *
fake www.aaabank.com m
(10.10.10.1)
web server

‘DNS Cache Poisoning| =




DNS Poisoning

Brazilian Bank Targeted by
Phishing Site and DNS
Poisoning

JULIEN SOBRIER
JULY 18, 2011 - 2 MIN READ

DNS Hijacking Targets
Brazilian Banks

https://www.zscaler.com/blogs/security-research/brazilian-bank-targeted-phishing-site-and-dns-poisoning
https://www.radware.com/security/ddos-threats-attacks/threat-advisories-attack-reports/dns-hijacking-brazil-banks/
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Alert Regarding Published Reports of Attacks on the Domain Name System

This page is available in:  English |3 ) |Espafiol | Frangais | Pycoxwid | R X

15w 62| mrreee

LOS ANGELES ~ 15 February 2019 - The Internet Corporation for Assigned Names and Numbers
(ICANN) today announced that it is aware of several recent public reports regarding malicious activity
targeting the Domain Name System (DNS). We have no indication that any ICANN organization systems
have been compromised, and we are working with relevant community members to investigate reports of
attacks against top-level domains (TLDs). For some reporting on this issue, please refer to these
Sources:

¢ United States Department of Homeland Security (DHS) and Cybersecurity and Infrastructure
Security Agency (CISA) Emergency Directive 19-01: "Mitigate DNS internet Tampering®, 22 January
2019.

» "Why CISA Issued our first Emergency Directive”, United States DHS CISA blog, 24 January 2019,

o “Global DNS Hijacking Campaign: DNS Record Manipulation at Scale®, FireEye, 9 January 2019,

* “Widespread DNS Hijacking Activity Targets Multiple Sectors®, Crowdstrike blog, 25 January 2019.

« “Statement on man-in-the-middle attack against Netnod®, Netnod statement, 5 February 2019

» “Revisiting How Registrants Can Reduce the Threat of Domain Hijacking”®, Verisign blog, 11
Fahniarv 2019

https:/www.icann.org/news/announcement-2019-02-15-en
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ICANN 3ansa9lvinslasaaudaya DNS
Tnelef DNSSEC

ICANN Calls for Full DNSSEC Deployment, Promotes Community Collaboration

o Protect the Internet

‘22 N.N. 62

his page is available in: English |4z} | Espafiol |Frangais | Pycckuin | A3

infyeoeS+

LOS ANGELES - 22 February 2019 — The Internet Corporation for Assigned Names and Numbers
(ICANN) believes that there is an ongoing and significant risk to key parts of the Domain Name System

domain names. The organization also reaffirms its commitment to engage in collaborative efforts to
ensure the security, stability and resiliency of the Internet's global identifier systems.

As one of many entities engaged in the decentralized management of the Internet, ICANN is specifically

universal resolvability.

https://www.icann.org/news/announcement-2019-02-22-en 35
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- AiuAa Domain Name System Security Extensions

e I 9UATIATILINIEDY 2548 Tng UszineAaiau (.se)

» Uszelng (th) 1gau DNSSEC udssimausniuieisy
Wal 2552

. root zone (.) 14411 DNSSEC a1l 2553

. D;:@LLN’SISU‘U (Hequadalniuu) avdafdna (sign)
ADNAWD 1A LNUYDIVUIENUY

. Wauaszuy (Hefldau / ISP) Waldaiu DNSSEC validator

o Wl liannsada (vsala) la
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DNSSEC in action
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Domain Name System is not an
application but it is the crucial
Internet Infrastructure.
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nuaua DNS resolver
. 1a’lafau DNSSEC Validator
NUALATDIALNUYDINUILNY

e ANUINAINANVTDLALNUY DIV UIYIU

N159A11 TOR “U891U95
o MyuUALINYUAlTI U DNSSEC lulana153nua3nang

UUILNTUNINUALR
e lvivitaaau Cll 1walafenu DNSSEC
o lvinlviusnis (ISP) 1a'leeu DNSSEC
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